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(57) Abstract: A method, which can realize security storage and algorithm storage by means of semiconductor memory device, 
employs high level security memory technique, while can provides user's data transferring storage o Also the invention provides 
outward orientation application interface, supports writing and invoking of user-defined algorithm, the invention also comprises 
dual cipher management, setting multiple cipher management authority, random encrypting and preventing falsify technology. 
Compared with in existence technology, the invention has following technology effect: realizes commonly data storage as well 
as required restricted data and/or algorithm storage function ; the security of data storage is greatly improved, it can broadly 
apply to information safety domain, such as software copyright protection, bank on the network, social insurance and 
hospitalization insurance, identification on the network, electronic trading, digital certificate business administration and 
taxation administration. 
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CD M^^^^rBj^M^-^fBjffl^^^; 
CD Fri£&»^ife l ^^ifflffl^p 2 M*&A*|g, 
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ftftffiifrm&j^wwftffimm, stpusb, ieeei394 WMm&u&m±®mmm®*h 



3 



WO 2004/044751 



(PCT/CN2003/000963 



mm&m$n, #P, USB^n. EBEE1394&P, j£5F (Bluetooth) gp, IrDA £L*m 
P, HomeRF SO> IEEE802.11a 3gP^ IEEE802.11bo 

#^M^mfi^PlTt»lW##^ (Flash Memory). DRAM. EEPROM> SRAM> FRAM. 
MRAM Millipede, WW3RffiHfc&£*M*##fcJi-. J^¥###te^MSS4fe 3 

to«*^£IWiUiaX£-##«^*±, teTra«X^d>m##«*«±. j^S 
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d) iHffl»i5feS^Wftffiin«#«^^, xd-ffi^^wSfeJgatrafelBJp*^*, £ 

$H®9 0r^, W^*^«*X3Rffl USB *PWtfeW#«« (Flash Memory), & 
®J£ffel*8Slfe 1, feP3#tt#%ife 31 SI USB g|P«^ 21, jffi£tfepJ&fift!» 31 ft USB 
&P 21 ^ft&iMMfclfe 1 0fifi^9fmiNUiE«««««ft 5. ^» 

S10-A. B, C^M^-###^S6<J%B&Jia@, ffl10-Acp, Jffl£ttlMMt#M 
Hitachi i^W H8S2215 MCU H8S2215 fttfll^T 64K ROM> 8K 

RAM> i6Bit»tt&f*>NB|*, is*rj&K&, S1^#^^iPJF^, Mi S1 ^M-^ FWP-fi 
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37ifcig&D5, SfrJ'fi FALE, FCLE> FWR-> FRD-, FCE1-> FCE2-, ###J-^ 
H8S2215S>tW*SiS^^; ^{f-t^FWP-, FRB-, ^J-^ H8S2215 ^fi<J^ 

mmm. imm 10-c^, aaj^n^ii^^fflusB&q, j.^^##^a^m*g 
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p 2 mnio «#, »«ii5 1 mig^aiffl^p 2 «^MinM^Mtt#s^>-- 

-t-JBfe, ^^^A^##^M^3^iitti#in^ijg«^i^, 

1 ) 3fl&^^###tft$IB: DWORD NetacOD_lnit(OD_INFO *odlnfo); 

2) £fflJffl£^#&ftgEC, DWORD NetacOD_Exit( ); 
3) 

DWORD NetacOD_AuthUserPwd(unsigned char pwd[17], int odlndex = 1); 

DWORD NetacOD_AuthAdminPwd(unsigned char pwd[17], int odlndex = 1); 

5) ®mm)*%Lffim: DWORD NetacOD_CreateUserDB( unsigned char DBType, 
unsigned char bEncrypt, unsigned char bAccess, unsigned char *DBId, int odlndex = 1); 

6) fJ3f$&ffim-. DWORD NetacOD_OpenUserDB(unsigned char DBType, unsigned 
char bAccess, unsigned char *DBId, int odlndex = 1 ); 
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7) jH&$tt§j$, 

DWORD NetacOD_DeleteUserDB(unsigned char DBID.int odlndex = 1); 

8) &m&mm* 

DWORD NetacOD_CloseUserDB(unsigned char DBID.int odlndex = 1); 

9) foMffim^XmPI&ffi: DWORD NetacOD_WriteUserData(unsigned char DBID. 
unsigned char datalD[9], unsigned char *data, unsigned short dataLen, int odlndex = 1); 

10) ffll&ifcig^^iBJb DWORD NetacOD_DeleteUserData(unsigned char 
DBID, unsigned char datalD[9], bool blslndexNo = FALSE, int odlndex = 1 ); 

11 ) M&Wtffim^fflfemRTAM: DWORD NetacOD_ReadUserData(unsigned char 
DBID, unsigned char datalD[9], unsigned char*data, unsigned short *datal_en, bool 
blslndexNo = FALSE, int odlndex = 1); 

12) f At#I^tig: DWORD NetacOD_WriteModuleData(unsigned char 
modulelD, unsigned char moduleAttr, unsigned short moduleUseCounter, unsigned 
short moduleUserCounter=1 , int odlndex = 1 ); 

13) i£fcB$;#^#t3ifcig: DWORD NetacOD_ReadModuleData(MODULE_INFO 
*modulelnfo, int odlndex = 1 ); 

14) mw*imm&&fctotemimi 

DWORD NetacOD_DecreaseCounter(unsigned char modulelD.int odlndex = 1 ); 

15) ^AMfeX&temmWi: DWORD NetacOD_WriteFunction(unsigned char 
functionName[9], unsigned char* functionData, unsigned short functionDataLen, int 
odlndex =1); 

16) Wm^\ffy&feX$&£mm&i DWORD NetacOD_CallFunction(IN_PARAM* 
functionlnParameter, OUT_PARAM* functionOutParameter, int odlndex = 1 ); 

17) UlfflP&#-#$£: DWORD NetacOD_Hash(IN PHASH_PROPERTY 
pHashProperty, IN PBYTE plnBuffer, IN WORD wlnBufferLen, IN OUT PBYTE 
pOutBuffer, IN OUT PWORD pOutBufferLen ); 

18) Jfltf: DWORD NetacOD_Encrypt(IN WORD wBitLen, IN BYTE bAlgld, IN 
PBYTE pKey, IN PBYTE plnBuffer, IN WORD wlnBufferLen, IN OUT PBYTE 
pOutBuffer, IN OUT PWORD pOutBufferLen ); 

19) DWORD NetacOD_Decrypt ( IN WORD wBitLen, IN BYTE bAlgld, 
IN PBYTE pKey, IN PBYTE plnBuffer, IN WORD wlnBufferLen, IN OUT PBYTE 
pOutBuffer, IN OUT PWORD pOutBufferLen); 

20) DWORD NetacOD_GenKey(IN PKEY_ATTRpkeyAttr, IN 
PKEY_SEED pKeySeed, IN OUT PBYTE pKeyBuffer ); 

21) 3E&£iS&f8: DWORD NetacOD_ChangeSessionKey(); 
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